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Baylor in Overview

O 13,800 students, 2000 employees
O 25 butldings networked

O Server farm in DMZ




Why an Assessment?

O Helps Yyou stay out of the news!
O Legal and PR Lssues

O Defines a baseline for Risk Level




Choosing a Vendor

unbrased Look at Your system
e)qaertise, e)qaeriewce
Documentation — Formal report

O Good -- documents your
vulnerabilities, engages your people.

O Bad - documents your vulnerabilities,
Wow You're own the hook!




Three types of vendors

O Tier Three

O Relatively tnexpensive

0O Relatively lumited tn scope, results.
O Tier Two

O external and tnternal scans

O wedivm to high cost.




The High Priced Spread

O Scope, scans are customizable
O Verification of vulnerabtlities

O petailed (z20pp!) report with
recommendations




Take-Away Lessons

O (t’s about trust and confidence
Remember non-disclosure agreements

Redefine scope after first meeting

watch those sensitive times -- things
may break!

Name a poiw’c person to handle ALL
LSSUES




Take-away Lessons

Soctal engineering will go on. Put ‘em Lin
a hiddew Location, don’t warw rest of CIT.

Social engineering Ls scary stuffl

It takes a while, 2 weeks off-campus, 2
weeRs ow.

Prioritize vulnerabilities and remediation




Was it worth it?

O Got the attention of the right people

O ®Be tnclusive of findings
O (T personnel
0 DepartmewtaL (T‘PersowweL
O Ggewneral Counsel
O Executive staff

O Multi-year agreement can reduce cost
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About UAlbany

O 137,400 students, 700 faculty, 2000
restolents

0 September 2004

O over 800 systems booted from network

O 1000+ open tickets first week of class

O =3 week wait for remediation
appointment




Never Again!

0O Techwical Track (Later)
O Soctal Engineering Track
O More about people thaw technology

O Never stop working on awareness




Need a Narrative

“Dladn’t Yyou read the letter we sent?”
Technology Ls a turn-off to many.

craft a narrative where students can self-
Ldentify, “Pid You hear the story about...”

Focus on behaviour and change




Design is Key

O Attractive format, good graphics
O People, not screen shots.
O Sertes of brochures were created

O Trade ‘em, collect the whole set!

0O Advertised the Network Survival Kit




The Security Quiz

online Quiz tn Bthies and Security
Required to gain Network access
Must get 10 out of 10 right to pass

Usting the network means you passed,
therefore You know the requirements, so

O No excuses whew You're kicked off.




2004 vs. 2005 Results

O Cut September’s trouble tickets tn half

O while network registrations increased
23%




Technology lags education

O XP SP2 Firewall, patches responstble for
some reduction Ln vulnerabilities, but

0 New threat vectors (AIM, Web Links) are
emerging.
O Patches won't stop students (and staff!)

from clicking

O Firewall on —— wunable to scawn Lt.




Technical Measures

O ok HTTP flows and 1 IRC? (wot 6667)

O Never-admit IRC on Packetshaper, with a
whitelist of servers

O Scawn IPs using blocked IRC, collecting
banwners, Lf open.

O Interesting things can be observed...
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Not your father’s FTP server




IRC Bots come in 2732 types

O Bots have one or more CEC (P addresses
embedded tn them

O (P based
O whack-a-wole, easy to detect
O DNS based

O HA, lLoad-balanced, redundant botwnet!




You.GotPwndBy.us

O When PNS bots wake up, theg must
resolve that c§C address.

O Log Your DNS queries
O Frequent flyers, bad hostname List
O hosts in .info, .us, .cx, not .com, .edu

O DS, PS also a help (tlaeg didnt have)




Resources

Conference stte: http://www.educause.edu/
Programa/8355

Botnet slides: http://www.albany.edw/~|ae447/
educause/

IAN'Wersitg seouri’cgj Operations Group,
untsog@lists.sans.org (http://www.dshield.org/

mailman/listinfo/untso)

SECMRITY@ListseN.ed ueause.edu

0 REN-ISAC, http://ren-Lsac.net/
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